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Challenges in Cellular Protocol 
Vulnerability Discovery
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Vulnerability Detection Methods

● Formal verification

● ML and NLP models

● Fuzz Testing

● White-box methods
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 Overall Gap Analysis 

Time consuming, prone to 
human error, and miss 
subtle vulnerabilities

Most of the works require 
significant domain 

knowledge

NLP methods struggle to 
understand the technical 
jargons and ambiguities

Manual Analysis

Domain Expertise

NLP Limitations
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Motivations for Using LLMs

● Deep contextual understanding capability

● Minimal training requirement

● Flexibility & adaptability

● Prompt engineering
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Methodology
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Methodology Overview
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Zero-shot Approach
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Domain-aware Approach

9



Detecting Security Violation
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Identifying security properties Detecting property violations



Identifying Hazard Indicators
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Finding Hazard Indicators Identifying potential exploitation



Test-case Filtering
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Test-case Simulation
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Findings
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Summary Findings
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Zero-shot Findings
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Logical and Procedural Flaws

Validation and Integrity Issues

Misconfigurations and State Management Issues

Ambiguous Guidelines

24Suggestions46 Potential 
vulnerabilities Novel 12



Domain-Aware Findings
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23Suggestions

Multi-State and Cross-Procedure Attacks

Cryptographic and Integrity Violations

Message Spoofing and Injection

Network and Resource Management Exploits

Privacy and Identity Exposure

34 Potential 
vulnerabilities Novel 15



Limitations & Future Work
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● Inherent simulator limitations

● Risk of losing context due to 
segmentation

● Not all potential vulnerabilities 
were tested

● Reliance on manual filtering

● Testing all potential 
vulnerabilities

● Hardware testing

● Automating the filtering 
process

● Develop mitigation strategies

Limitations Future Work
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